Risk Based Insight —

Optimizing Performance with Limited
Budgets and High Expectations

Todd May
Marshall Space Flight Center

Marshall Space Flight Center



NAsA Topics

s |

Can Risk be Avoided?
The Insight Spectrum

Using Risk Posture to Determine Project
Insight Approach

Targeted Risk-Based Insight
Managing Schedule Risk
Formalizing the Process
Summary/Conclusion

Marshall Space Flight Center



Can Risk Be Avoided?
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NasA Can Risk be Avoided?

Everything we do involves some
risk...

Exploration and discovery carries
high potential return... but also high
risk...
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NasA What about NASA’s Mission?

The Mission is not Optional

— “This cause of exploration and
discovery is not an option we
choose; it is a desire written in
the human heart”. George W.
Bush,Johnson Space Center, 2003

Risk is inherent to the Mission

— “We choose to go to the moon!
We choose to go to the moon,
by the end of this decade and
do the other things, not because
they are easy, but because they
are hard!” John F. Kennedy, Rice
University, 1962

... I'herefore, we cannot avoid risk! 5



http://www.cs.umb.edu/jfklibrary/j091262.htm

NasA So....We Deal with it

»

We can never mitigate all risk, so we must manage it...
— We mitigate what we can, but we will accept some residual risk

As a NASA community, we need to accept and embrace this reality

— “Itis unlikely that launching a space vehicle will ever be as routine an
undertaking as commercial air travel — certainly not in the lifetime of
anybody who reads this. The scientists and engineers continually work
on better ways, but if we want to continue going into outer space, we
must continue to accept the risks.” — CAIB Report, Part [, Page 9:

We “manage risk” through:
— Proactive understanding
— Calculated assessment
— Focused mitigation

As practitioners, we need to improve the way we facilitate the
process
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The Insight Spectrum
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vasa  The Historical Insight Spectrum

Ex: Apollo era
~_ Hefty budgets

— Complete government
oversight & insight into
hardware development and
integration

o Most work performed by

either civil servants or.in-
house contractors

o Signature approval authority
of all significant technical
work

Ex: 1990s

— Severely constrained budgets

— Prevalence of “Faster-better-cheaper” mentality
o« Autonomous contractor development
o« Government insight limited to regular status briefings
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NASA The Insight Spectrum

s ]

Oversight (Control) Insight (Trust)
Apollo Shuttle Hubble Chandra X-33, 34 GP-B PI-Class Payloads

*Specification Control -Approval of Level Il Changes

“Approval of Level lll Changes -Contractor DesignSelf-Certification

*NASA Design Certification *Review of Analysis

*Verification Approval -Approval of Verification Plans

Duplication of Analysis «Small NASA Team

sLarge NASA Team
«Approval of Level Il Changes

*Thoroughly Review Test Planning
*Review Test Procedures

*MRB Membership

«Approval of Verification ltems

*Observe All Major Tests; Analyze Data
*NASA Certification of Verification

*Fault Tree Evaluations & Special Studies
*Medium NASA Team
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NasA The Insight Spectrum

Miscalculations of “Faster, better, cheaper”

— You can simultaneously speed the work, increase the quality, and
reduce the cost.

o These are opposing project management parameters

o Constraining all three parameters is reckless and presents a recipe for
failure

— The public and Congress will tolerate failure
o This did not turn out to be the case

But, for the foreseeable future, NASA’s budgets will be limited
...S0 what do we do?

We optimize efforts through focused insight based on the project
risk.
— Overall Program risk posture determines insight approach and
activities
— Individual program risks determine focused insight efforts

Marshall Space Flight Center =



Nirng Risk Posture to
Determine Project Insight

\Approach
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NQBA Determining Appropriate Insight-Level

Develop project risk assessment early in the project
life cycle (Phase A/B)

— Utilize 5X5 (likelihood X consequence) approach

o Universal benchmark for NASA projects
o ERASMUS requirement

Develop insight posture based on calculated risk

— Low risk
o Review processes
o Doing the right things?
— Higher risk
o Review processes and implementation
o Doing things right?
o independent validation

Marshall Space Flight Center =



NasA Risk Posture — Insight Level

Level of Penetration in
proportion to Program
Risk Posture

Normally assessed at
beginning. of Program to
establish:
— Insight/oversight role
— Depth of penetration

Likelihood of Failure

Consequence of Failure

Marshall Space Flight Center =



NASA Project Planning for Insight

Build Project Plan around risk posture

Include appropriate NASA Resource loading
— Technical/Engineering teams
— Project support teams

Statement of Work and Contract deliverables
— SOW language
o High risk — more controlling/explicit language
o Low risk — more authority/freedoms to the contractor
— Deliverables
o High risk — more Type l/ll, deliverables
— Standards
o High risk — Standards as requirements, formal meet/exceeds reviews
e Low Risk — Standards as guidelines
Program and Design Review plans and structures
— High risk — Formal SRR/PDR/CDR/DCR/FCA/PCA/ARB/FRR

— Low risk — Technical Interchange meetings, monthly reviews
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vasa Depth of Penetration — Based on Risk

Penetration Tasks

0 Accept contractors tasks at face value (based on assessment that no
No penetration required)

Penetration Contractor develops and implements verification plans

1 Participate in reviews & Technical Interchange Meetings, assess only
data presented

Low Chair board or serve as board member or RID writer, at a formal review
Penetration . . . -
Perform periodic audits on pre-defined process(es)
Participate in resolution and closure of issues
Review verification plans and its implementation

2 Low penetration w/ addition of daily/weekly involvement to identify &
Intermediate resolve issues

Penetration Review verification plan, its implementation, and selected verification
closure data

3 Intermediate penetration with addition of:
In-depth 1) Methodical review of details (review ADPs, VLOAs, etc.)
Penetration 2) Independent models to check and compare vendor data, as required

o Review verification plan, implementation, and concur in all verification
closure data

*  Level |, Il, and IlIl + Mission Ops

requirements Estimated Penetration Level ~0.8 ~3.2

**  Limited test witnessing




Targeted Risk-Based Insight
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NASA Targeted Risk-Based Insight

e |

The real world means...
— Funding limitations often limit insight capability

— Overall insight levels may not be commensurate with
Program risk posture

— Knee-jerk reaction to failure/mishap demands more insight,
but without additional funding

... S0 how do we respond?

— Optimize further... target insight toward significant risk
o Lack of flight heritage
o Limited testing
o Irregularities with procurement, parts selection, documentation
o Quality Assurance concerns
— Determine if opportunity for mitigation exists

— If not, codify process for formal “acceptance”

Marshall Space Flight Center Ly



Issuefconcern
1. Phasing of
insight involvernemnt
by MSFG/ED

2. Interaction with
contractor

3. Reguirements
traceability

4. Process control
5. Lack of post-
integration cable
testing

6. Insufficient
analysis of failures
7 Werffication of
EEE parts

8. Gyro caging
Tailure

9. Structural
analyses
unavailable

10. Impurities in
cryolines

11, Unverified
watterfly valve flight
configuration

12. Gas purity
concern

13. Contamination
from vatterfly valve
filters

14. Materials
stability in cryogenic
environment

15. Engineering
management
16. EMI testing
17. GMA Risk
Mitigation Plan
18. Schedule
concerns may
threaten

Implemented? P Y P P P Y TBD
Key Risk level Mitigation value

High: e M [Low Medium M| Low:

Implementation level

Center

[
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I~

Does the subsystem/
discipline present a
significant*, identified
risk AND/OR a
strong potential for
significant risk?

\'[o)

( Perform Level 0 b
Insight: Accept
contractor input
without further

penetration.

Yes

Credible,
identified mitigation
opportunities
(hardware, software
and/ or ops)?

No

Perform Level 1 Insight:
Continue tracking risk.
Document for
management, Vehicle
Acceptance, and Flight

Yes

Targeted Risk-Based Insight

Opportunities for
adding value

Yes

through independent
modeling/analyses
by MSFC?

Revisit

[\ [o)

Perform Level 2 Insight:
Requirements: In-depth
preboard review, contractor
iteration, Board approval.

\ Readiness Reviews )

* Significant Risk: Likelihood +
Consequences > 3, per risk

characterization definitions in ePort 2.4.1.

Marshall Space Flight Center

Acceptance Data Packages:
In-depth discipline
preboard review, contractor
iteration, RIDs for Space
Vehicle Acceptance
Review, documentation of
residual risk as appropriate

'

Perform Level 3
Insight: Level 2
penetration plus
independent
MSFC analyses
as appropriate
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Penetration Examples

Verification Acceptance

Activity

Example

Activity

Example

No penetration;
accept contractor
certification; no
signature

None

No penetration;
accept contractor
certification; no
signature

Ballast

Low-level
penetration;
discipline team
documents
evaluation and any
risk; no Board
signature

1.a.3.1; Electrode
thickness

Low-level
penetration;
discipline team
evaluates for risks &
documents any
found; no RIDs

Science gyros

Intermediate
penetration; review
data & request
additional as
required; Board
signature

3.5.3.4.2; Drift phase
of calibration signal

Intermediate
penetration; review
data & request
additional as
required for closure;
RIDs as required

Payload electronics

In-depth penetration;
data review includes
independent
analysis, as
required; Board
signature

24.2; Semi-major
axis

In-depth penetration;
data review includes
independent
analysis, as required
for closure; RIDs as
required

Dewar (thermal
model)
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Managing Schedule Risk

Marshall Space Flight Center



NASA Managing Schedule Risk

Schedule risk is just as important as technical risk —
Slip too much and you risk cancellation

Schedule risk must also be “managed”

Schedule risk (liens and threats) should be
determined and tracked

A disciplined process/system adds credibility to the
assessment

This section shows a possible implementation of
schedule risk management

Marshall Space Flight Center z
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vasa  Schedule Lien & Threat Process

Generate a list of all potential Liens and threats

— Lien: An activity not included in the schedule. Its inclusion is
required, but the baseline change has not been approved by
the CCBD.

— Threat: An activity that will be included in the schedule if
certain events occur and can impact the critical path
Characterize/Define Liens & Threats

— Assign an estimated duration in terms of critical path impact
if realized

— For threats, assign a probability of occurrence
— Add ‘em up — use this to develop reserve posture for
Program Commitment Agreements and Replans
Regularly review critical path with contractor — track
actuals versus plan

Regularly report status to stakeholders/customers

Marshall Space Flight Center z8



Master Schedule — as of 6/03

2003
Task Name Feb [  Mar [ Apr [ May [ Jun [ Jul [ Aug [ sep | oOct [ Nov Dec
Program Selected Milestones FRR 925

FOR(CM39) (%) 815 \V4 (% Launch (CM40)
9/5
MOC Major Simulations SIM5 Start 714 8/18
616 N/ \/ MR Start
SIM6 Start
S/V - PDU & ACE Re-Installation & Thermal SIV-ACE/PDU Install & Pre-TV Testing (Comp)
Vacuum Test Preps I .
S/V - Thermal Vacuum Testing SIV - Thermal Vacuum Testing
12 '
S/V - Thruster Testing & SIM5 SIV - Thruster Testing & SIM5
o1
S/V - Final Hardware Installation & Testing SIV - Final Hardwaré Installation & Testing
6/27

S/V - Pre-ship Functional & Ship to VAFB SIV - Pre-ship:Functional & Ship to VAFB

7110
SVAR Complete (CM37) SVAR Eomp (CM37) )

6/2 (A) 7130

S/V - Delivered to VAFB (CM38) SIV -Del to VAFB Comp (CM38) )

70 (%) (A) 955
S/W - Completion of Formal Validation S/W Fornal Validation Comp (CM34) )
(CM34) 70 (& (A) 919
S/V - Launch Base Activities SIV - Launch Base Activities

MY 7 77 95
Mission Timeline Complete (CM34B) Mission Timeline Comp (CM34B) )

7128 () A) 101
S/V - Launch from VAFB (CM40) Launch (CM40) )
9125 (1) 11/20 (&)

NASA Program Manager's Schedule NASA Program Manager's Schedule Reserve
Reserve 926 177777/ 1120

| | N on —Critical Activity _ Activity Progress @ Critical Milestone (CM)

IS

Critical Activity

I 03/03 Baseline

V Program Milestone

@ 03/03 Baseline

/A
\I} W Completed Milestone



Schedule Reserve
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Reserve Remaining

<>

= = = Adjusted Nominal Depletion to Delivery
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Adjusted Nominal Depletion to Launch
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Original Burn Down for 11/20
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Nominal Depletion to Launch

02/28 - 4/25/03
——a— Current Liens & Threats
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(%) 1030e4 UONEZIIRDY

[enjoy pazijeay

Comment/Status
Large-numberofsmaltrepatts——

Rea+ + Tl +
MNTLICol TTihcat

No—T/vTesting—Only ThermatCycte—

L9} H s s H
L THITIUT 1TSS TTTTalll

v et

Added Test Rgmis - SUPCB Rec

Previousprobtem-(ivithnowresolved

Dewar Leak/Repair

Fill ops exacerbate/Retire at Launch

I : e .

‘Usemmay takefongerthanplanned—

FransportbelaystoVAFB-(Abcor CallFRan)

Wocor-Calran-delayng-transport

CTVv-Testmg forreptaced-transponder————

- o .

GMA-Opsatpad, Sto4day GuardFankfil——

- el .

Final Flight Software Validation @ VAFB

Will retire after final launch load

RIFCA Corona

Expect addnl testing to exhonerate

SRE Bus Voltage Ripple

Troubleshooting /W

Unknown Unknowns

Historical delays fall in this categ.

Pre-dewar Conditioning Hold

olo|lo|o|lo|o|o|o|o|o|o|o|o|o|o|o|o|o]| usiq peyosdxg

olo|r vk |o|lo|lo|lo|v]|o|lo|o|lo|o|o|o|o] eyl paroedxg

Burn down of hold period (5 d/wk)

o|lu|olo|loviw|k|k|loNdw|w|N || ol s [N ] painey

Totals

Grand Totals

Work Days

A

Calendar Days
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urrent Master Schedule

Name

(as of 10/31/03)

September 2003 October 2003

November 2003 December 2003

831 [ 97 [ 9na | 921 | 928 | 105 | 1012 | 10/19 | 10/26

[ 112 | 1wy9 [ 1116 | 1123 | 1130 | 12/7 |

Program Selected Milestones

Program Selected Milestones

MOC Major Simulations

S/V - Dewar Conditioning

S/V - System Testing/Checkout

S/V - GEM Launch Delay Hold Period

Schedule Reserve

DR 446 SQUID EPS Compatibility Test

S/V - Ordnance Installation / FEE Closeout

S/V - Solar Array Installation

S/V - GPB Flight Battery Conditioning

S/V- PAF Mate / Can Installation

S/V - Weight Measurement

S/V - Launch Pad Operations

S/V - Final EEPROM Launch Loads from MOC

(CCCA-B Checkout)
S/V - Launch from VAFB (CM40)

SIM7 Comp
9/26

S/V - Dewar Conditioning
9/21

S/V - System Testing/Checkout
S/V - GEM Launch Delay Hold Period

Schedule Reserve
10/13 - 10/19

DR 446 SQUID EPS Compatibility Test
10/20 I 10/20

S/V - Ordnance Installation / FEE
1021 - 1027

FRR 12/6
N/ ()
11/12
, )
Launch (CM40)
T Team Certified (CM39A)

117

11/19
MR Comp

_loseout

- GPB Flight Battery Conditioning
11/8 11/10

S/V- PAF Mate / Can Installation
.
e 7 ) L8

SIV - Weight Measurement
11/12 % 11/12

S/V - Launch Pad Operations

7,
007
00000000000
00000000000
T4

) FINAL EEPRO
(A) 12/2 V

. S/V - Launch from VAFB (CM40)
11/20 ( A ) 12/6 @

| | N on —Critical Activity _ Activity Progress @ Critical Milestone (CM)

(777777777777 critical Activity

I 03/03 Baseline

@ 03/03 Baseline

V Program Milestone

/A
\t} W Completed Milestone




wisa Reserve Depletion - Tells the Story

—— Projected Depletion Rate

—A— Current Schedule Reserve
E Loss due to FEE Closeout Delays
X Loss due to DEWAR Leak Repair

Dewar Leak
and Repair

DD,EE,FF=-37
W, X)Y,Z,AABB,CC=-33

GG,HH,I1,JJ,KK=-38

port Date
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vass Reserve Depletion — Tells the Story |l

—— Projected Depletion Rate
—A— Current Schedule Reserve

—>— Reserve Trend w/out Dewar Leak

L=10
M,N,0=+3

T
N
>
o
"
0
14
2
]
S
@
<
3]
»n

W,XY,Z,AA,BB,CC=-33
GG,HH,11,JJ=-38

04/05/02

05/03/02 A
05/31/02 A
06/28/02 -
07/26/02 A
08/23/02 -
09/20/02 A
10/18/02 -
11/15/02 A
12/13/02 A
01/10/03 ~
02/07/03 -
03/07/03
04/04/03 A
05/02/03 A
05/30/03 -

Report Date
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Formalizing the Process
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Viable
Path to

______________________________________________________

1

1

1

' Acceptance
1

' ADPs Review

:

1

1

1

Acceptance

. Process

‘--Marstral-Spaee Hight-Center--------------------

‘ Acceptance Review Complete/ ‘

Risk
~ e
g Risk
-Research
> - Mitigate
~Watch

Risk Complete ‘/

\
N7 FRR o
N Concur? /

Risk System
“Closes the Loop”




[ RISK

5X5 Criteria and Approach

Likelihood Consequence |

All Types

Chance of
Occurrence

Near certainty:

90% Chance

Highly likely:
75% Chance

Moderate:
50% Chance

Low likelihood:

25% Chance

Not likely:
10% Chance

| Cost | Schedule

Schedule

| Technical |

Given the event occurs, what is the magnitude of the

impact to the Program?

Program cost
increase:
>$8 M

Program cost
increase:

>$4M but <8M

Program cost
increase:

>$1M but <4M

Program cost
increase:

>$100K but <1M

Program cost
increase:
< $100K

Critical Path
impact:
> 60 days

Critical Path
impact:
31 - 60 days

Critical Path
impact:
8 — 30 days

Critical Path
impact:
1 -7 days

Critical Path
impact:
None

Loss of mission. ‘

Mission
performance
requirements

degraded.

Loss of some system
level redundancy; no
compromise of
mission
requirements

Technical impact '

without loss of
system level

performance or
redundancy.

No compromise in
mission performance
or redundancy.

Mitigate: Eliminate or reduce the risk by reducing the impact, reducing the
probability or shifting the timeframe.

Research: Investigate the risk until you know enough to be able to decide who is
responsible for the risk and what approach to take (i.e., mitigate, watch or accept).

Watch: Monitor the risks and their attributes for early warning of critical changes
in impact, probability, timeframe, or other aspects.

Accept: Do nothing. The risk will be handled as a problem if it occurs. No
further resources are expended managing the risk.

Marshall Space Flight Center

5X5Criteria

> Approach
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Example Risk

Version 5 submitted on 11/6/2003 12:10:00PM
Group Access: Everyone

Risk Total Score: 12 Risk Information Sheet Planned Closure Date: 12/06/03

Risk Title
Likelihood Unverified ACE Box-Level Requirements

Consequences Risk Statement
Cost 1 Description: ACE box-level requirements not verified because VRCD
not provided with ADP. Acceptance procedures provided contain
Schedule 1 numerous steps that have been redlined out.

Technical 4 Impact: Potential for ACE box not to perform required functions.

Team Owner Category
Avionics Bill F -

Timeframe Near [X] Mid [ ] Far[]

Context

The ACE specification requires verification of the 250+ requirements for the ACE, but according to LM
Representatives, this scope was deleted from the SA subcontract by LM to reduce cost. Without the ACE
VRCD the review of the data package submitted by LM could not be completed and thus the verification of
most of the ACE requirements was not possible. Manv of the requirements in the ACE specification are
direct flow down or derived requirements from the » Spacecraft Specification, P086811 Rev H, and
TOO03, Mission ( }) System Design and Performance Requirements.

Approach  Research [ ]  Mitigate [ ] Watch [] Accept[X]

Research Plan
Review additional data from Request Log item 747.

Mitigation Plan
Request that LM deliver the documentation package that was used to review and accept the ACE from
, 1.e., LM-to- SOW, acceptance package and acceptance presentation,

CDR presentation and documentation package.
DdCE 0 cl11E




Example Risk (cont.)

Mitigation Plan
No mitigation steps recorded.

Watch Plan/Tracking Requirements

Acceptance Rational

NASA wrote an SVAR RID (#0016) and at least four Request Log Items to obtain the VRCD. These
methods did not result in obtaining the required verification data to enable independent NASA validation of
verification results. The probability of obtaining data with additional efforts is low. Therefore, the Risk
Owner recommends accepting this risk, which also removes it as a constraint to Space Vehicle Acceptance.

Management Comments
The Program Office concurs with the Risk Owner's recommendation to accept this risk.

Previous Status Comment

11/06/2003 NASA wrote an SVAR RID (#0016) and at least four Request Log Items to obtain the
VRCD. These methods did not result in obtaining the required verification data to enable
independent NASA validation of verification results. The probability of obtaining data with
additional efforts is low. Therefore, the Risk Owner recommends accepting this risk, which
also removes it as a constraint to Space Vehicle Acceptance. PCD changed from 11/6 to
12/6/03. --- 11/04/03 - RL 764, Research associated with Risk GP-B-89, opened 10/28/03
and closed 10/29/03, requested explanation of E7 results with respect to ACE requirements.

10/30/2003 Reviewed E7 spacecraft test data for ACE-specific results. Entered a new Request Log item
requesting explanation of E7 results with respect to ACE requirements. PCD changed from
10/30 to 11/06/03.

10/21/2003 Request Log verification data has been provided to to review the data. PCD changed
from 10/16/03 to 10/30/03. Approach changed from Mitigate to Research.

10/02/2003 Added statement to Management Comments, that this risk is a constraint to Space Vehicle
Acceptance.

10/02/2003 Request Log Items 745 - 747 have been entered to obtain additional verification data.

Marshall Space Flight Center




5x5 Risk Summary From 11/12/2003 (FRR) to 02/19/2004
(Top 10 Risks )

LxC Rank Risk

Trend From/To ID No. Approach - Risk Title

=
]
o
e
LP
-
—

2

3

4

Unch
Unch

Unch

NEW

Unch

Unch

Unch

Unch
Unch

6 Unch

Consequence

Criticality
-
M

ed

Current
Period

30 Days
Ago

60 Days
Ago

90 Days
Ago

0 6| 42

Of 7|45

7|42

8139

48

52

49

47
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1
2

1 GP-B-89
2 GP-B-55

GP-B-87

GP-B-97

GP-B-90

GP-B-22

GP-B-16

GP-B-39
GP-B-44

10 GP-B-15

A- Unverified ACE Box-Level Requirements

A

A

Loss of FO Clock Source because of Poor Quality
Parts

Unverified Thermal Control System Modifications
after System Level Thermal Vacuum Test

Additional Operations with Pyro Devices due to
Launch Delay

Flight Sunshade Shutter Actuator Different From
the Cycle Tested Actuator

Degraded Mission Performance due to Ground
Testing Limitations

Vatterfly Valve Seals Leakage During Launch and
Ascent

Impurities in Cryo System

Physical Damage to Solar Arrays During Ground
Handling

A- Failure of Payload Electronics Box(es) During

Vehicle Testing




Risk Tracking
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miisﬁ Risk System Carries You to Launch

] Acceptance
Process | paR

Elect. Box ARs

e | 1/209
Verification §
Control Board F
|
|

| Merif, Process__.

SCAR Shipto |1
Vandenburg |
P/L Test @ L-73 (]

1

|

|

|

|

|

|

1

|

|

|

: SIV level 'y 2
1 [
| g m_'_
|

|

|

r

1

|

|

|

|

Legend

Completed Activity

— [ |
In-work Activity

Planned Activity

X (to go) / y (total)

Move to Pad
(NLT L-13%)

L
I MOC Acceptance Process

MOC A/R

Timeline Compl.

= |5/20
SIW FQT

Procedure Compl.

|

|

|

1

|

1

|

|

1

1

]

|

|

|

0 5/100 I
Training Compl. wepa®

4
-
o
A

L-10

\ 4

HQ MRB

LV LSRR

Vandenberg

—-» LVFRR |-—

Load 2" stage
propellant
L-4

Vandenberg

\ 4

LRR | Launch
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NASA Conclusions

»

NASA Mission carries inherent risk, but...

....fiscal constraints preclude “marching armies” to
Independently verify every nook and cranny, therefore...

...we must how learn to deal with this reality.

Risk-based insight provides a novel approach to balance
limited budgets and expectations for mission success

RisSk-hased 1nsight provides the
“Biggest Bang for the Buck”!

Marshall Space Flight Center S
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